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Abstract 
Node mobility, infrastructure-less network, open network boundary, and limited resources are general 
characteristic features of a Mobile Ad-hoc Network (MANET). These characters open MANETs to many 
security attacks. Network layer-based active attacks such as black-hole and gray-hole attacks are 
common and destructive. Proposed solutions for these attacks failed to perform well. Some mechanisms 
that are used in an infrastructure-based network were proposed as lightweight security mechanisms for 
MANETs. One hundred and two reputed journal and quality conference papers were selected for the 
review. In this paper, we comprehensively reviewed available security solutions, including lightweight 
solutions on MANET. The review proved that there is a demand for a lightweight security solution 
capable of operating with limited resources and mitigating active attacks without a performance drop. 
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I. INTRODUCTION 

Mobile Ad-hoc Network (MANET) is a type of 
Ad-hoc Network. Node mobility is the main 
character in MANETs. Therefore, network 
topology changes frequently. Few basic characters 
are common to MANET. These are mobile nodes, 
infrastructure-less network nature, open network 
boundary, and limited resources. These features 
provide advantages such as the instant formation 
of the network in hostile conditions (natural 
disasters, war, etc) where the services of the 
infrastructure-based networks are unavailable. 
Moreover, MANETs are used for commercial 
purposes such as virtual classrooms. Security 
threats and attacks are the main drawbacks of 
MANETs due to these main characters. Black-
hole attacks are common and destructive security 
attacks on MANETs. Numerous amounts of 
security solutions were proposed to mitigate the 
black-hole attacks. Moreover, lightweight security 
mechanisms were proposed by referring to the 
security techniques that were applied on 
infrastructure-based networks such as 
cryptography; nevertheless, available solutions are 
not effective enough to fit the MANETs. 
Therefore, in this paper, lightweight and proposed 
security mechanisms to mitigate black-hole 
attacks were reviewed to identify the research gap  

 
 

 

on widespread lightweight security mechanisms to 
mitigate black-hole attacks. The rest of the paper 
is organized as follows. The available review 
papers were reviewed in Section II, and the 
methodology was described in Section III. Section 
IV describes the general features of MANETs in 
detail. Section V presents the routing protocols in 
MANET. The network layer-based security 
attacks were described in detail in Section VI. The 
factors that are used to evaluate the network 
performance are discussed in Section VII. The 
available security solutions were presented in 
Section VIII, and lightweight security solutions 
were presented in Section IX, and the conclusion 
of our research is presented in Section X.  

 
Khanna and Sachdeva (2019) presented a 
comprehensive review of available security 
mechanisms for black-hole attacks and their 
variants. The paper contained a review, summary, 
and discussion in it. The authors identified a few 
research gaps, and the main research gap was a 
lightweight mechanism. They failed to consider 
existing lightweight security mechanisms in their 
study. In separate two different research (Gurung 
& Chauhan, 2017: Kahn & Jamil, 2017) presented 
an analysis and a summary of available black-hole 
attack mechanisms. The review was based on a 
limited amount of literature. In 2014, Mitchell & 
Chen surveyed intrusion detection in wireless 



   August 24, 2022 

Proceedings of Papers, 2nd International Conference on Science and Technology  
Faculty of Technology, South Eastern University of Sri Lanka (ISBN 978-624-5736-40-9) 
                                     This Proceedings of Papers (ICST 2022) is licensed under a  Creative Commons Attribution 4.0 International Licens 

85 

network applications. The survey presented a 
quality analysis and review of the available 
security mechanisms. The concepts of lightweight 
security mechanisms have been proposed for the 
last few decades, though these mechanisms are not 
reviewed. These types of mechanisms are based on 
the compatible modification of infrastructure-
based security mechanisms applied to MANETs. 
Therefore, these mechanisms should be reviewed 
to find a suitable solution for network layer-based 
active attacks.  

 
II. METHODOLOGY 
The research articles were searched on the official 
websites of reputed journals and conferences. 
“Active attacks”, “MANET”, “Mobile Ad-hoc 
Network”, Mechanism”, “Review”, “Security”, 
and “Survey” were a few keywords that were used 
to search articles. Individual or combination of 
keywords used for the searches. The full papers of 
the relevant articles were downloaded from the 
search results based on the research title. The 
following reasons were used to filter downloaded 
articles from the review as illustrated in Figure 1. 

 
• Article language – not English 

• The contradiction between the theory and the 

presented results 

• Unclear results 

• Articles with duplicated works 

 

 
Figure 1: Filtering of articles for the review 

 

III. RESULTS AND DISCUSSION 
A. General Features of A MANET 

Few features are general to a MANET. These 
features are being considered as the main factors 
that are listed as follows. 

 
1) Mobility 

The most unique feature and the critical factor 
(Rangaraj & Anitha, 2017) in the MANET is node 
mobility. This will decide the network topology. 
Though a source node is managing the 
maintenance of the network connectivity by 

allowing mobile nodes to join the route after 
existing links are broken, the node mobility creates 
an opportunity for the source node to find the 
shortest path to the destination node after the 
breakage of the existing route (Ahamed & 
Fernando, 2021).  

 
2) Infrastructure-less network 

MANET follows the peer-to-peer networking 
concept to establish communication. Therefore, it 
does not depend on any network infrastructure. 
The source node selects any neighbour node that 
helps to find a route to the destination node. Nodes 
are capable of restoring network connectivity 
when a node is left from the network. Then source 
node initiates to reestablish the connectivity by 
selecting other nodes. Therefore, the 
infrastructure-less nature of the network helps to 
stay connected. 

 
3) Limited Resources 

Nodes are designed to allow nodes to be mobile. 
Therefore, nodes are designed with limited 
resources: energy source, computing or processing 
power, memory, storage capacity, node size, and 
weight. Another important limited resource is the 
wireless radio range. Therefore, the source node is 
forced to depend on the help of the neighbour 
nodes for communication. 

 
4) Open network boundary 

The limited radio range of nodes enforces the 
source node to depend on the help of the neighbour 
nodes to communicate. Node mobility disrupts 
communication by breaking the link between 
nodes. A route reconstruction mechanism is used 
to prevent communication loss. Therefore, 
MANET maintains an open network boundary to 
overcome this issue. Therefore, a node can join or 
leave the network without any constraints. This 
concept helps restore collapsed networks. 

 
B. Routing Protocols 

Routing protocols are used to find the route 
between source and destination nodes when these 
nodes are unreachable within their radio 
transmission range (Ahamed & Fernando, 2020). 
A routing protocol is one of the protocols 
operating on the network layer (Dawoud et al., 
2011) in the OSI model. Generally, routing 
protocols can be divided into two broad categories 
based on their operational mechanism. Those are 
Proactive and Reactive Routing Protocols. 

 

 

136 papers were 
downloaded 

34 papers 
were 

filtered 102 papers were 
selected for the review 
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1) Proactive Routing Protocols 

In proactive routing protocols, the route details are 
updated periodically to maintain the route 
information in a table which is called a routing 
table. This periodic updating of the route details 
continues even when there is a demand for a route 
or not. Therefore, these types of routing protocols 
consume more node energy to operate. These 
protocols are only suitable for networks in which 
node energy is not considered a critical factor such 
as wireless sensor networks with few nodes. 
Examples of these types of protocols are: 

  
Ex.:   

Destination-Sequenced Distance Vector Protocol 
(DSDV), 
Cluster-head Gateway Switch Routing (CSGR). 
 

 

2) Reactive Routing Protocols 

These types of protocols establish a route from a 
source node to the destination node only when 
there is a demand for a route. The source node 
starts to broadcast routing request packets to find 
a route to the destination node when there is a 
demand. Routing request packets are sent to the 
neighbour nodes, and if a routing request is 
received from a node, it will retransmit the packets 
until the request is received by the destination 
node. After a successful route discovery, the 
source node starts communication with the 
destination node by forwarding data packets. 
Examples of these types of routing protocols are: 

 

Ex.: 

Ad hoc On-Demand Distance Vector (AODV),  
Dynamic Source Routing (DSR), 
Temporally Ordered Routing Algorithm (TORA),  
Scalable Source Routing (SSR) 

 
According to the summary in Table 1, reactive 
routing protocols are more suitable for MANETs 
than proactive routing protocols. Out of available 
reactive routing protocols, AODV and DSR 
perform well as stated in Table 2. In DSR, the 
route information is maintained in the source node. 
Similarly, each data packets hold the entire route 
details on it. Therefore, DSR fails to operate at the 
higher numbers (Sharma et al., 2015, Kanthe et al., 
2012) of nodes in the network. Moreover, node 
mobility changes network topology frequently in a 
MANET. Therefore, a routing protocol should be 
capable of handling the failure of links between 

nodes and node mobility (Shahzamal, 2018). 
AODV uses only the destination IP address and 
sequence number to locate the destination node. 
Moreover, the AODV routing protocol is equipped 
with features to overcome link failures due to node 
mobility through local route repair mechanisms.  

 
Table 1: Comparison between proactive and reactive routing protocols 

  
 Proactive Routing Protocols Reactive Routing Protocols 

Mobility  Network collapse (Sharma & Kumar,2016).  Capable to manage (Ahamed & 
Fernando 2021: Schellenberg, 2020) 

Number of nodes in 

the network 

Only suitable for a few nodes (Bai et al., 2017) Scalable from few to higher numbers 

(Sharma & Kumar 2016) 

Network Overhead 

(NO) 

Periodic communication causes high NO 

(Chavan et al., 2016) 

Lower than proactive (Semary & Diab, 

2019: Rangaraj & Anitha, 2017) 

RO Periodic acknowledgements cause high 

RO(Reddy, 2018: Bai et al., 2017: Chavan et al., 

2016: Sharma & Kumar, 2016) 

Nodes are idle when there is no 

communication (Perking et al., 2003). 

Energy 

Consumption 

Require uninterrupted energy (Reddy, 2018: 

Rangaraj & Anitha, 2017) 

Only active for communication (Boukerche 

et al., 2011: Perking et al., 2003). 

Network 

Performance  

High only in a lower number of nodes. (Bai et 

al., 2017: Boukerche et al., 2011: Nand et al, 

2010) 

Fair in a lower number of nodes on high in 

a higher number of nodes, (Bai et al., 2017: 

Chavan et al., 2016: Sharma & Kumar 

2016) 

Connectivity Initiation is quick (Semary & Diab, 2019: 

Boukerche et al., 2011) 

Start to initiate when there is a demand 

(Perking et al., 2003)  
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 (Perking et al., 2003). Therefore, AODV performs 
well in MANET than DSR (Reddy et al., 2018: Bai 
et al., 2017: Sooriyaarachchi, 2016: Sharma, and 
Kumar, 2016: Sharma et al., 2015: Kanthe et al., 
2012). 

  
C. SECURITY ATTACKS 

Security attacks are not only from outside the 
network; compromised nodes also engage in 
different types of attacks in the network (Reddy et 
al., 2021: Teodoro et al., 2014) even after a 
successful route formation. The most common 
network layer-based security attacks on a MANET 
can be categorized into two: Active attacks and 
Passive attacks. 

 
1) Active attacks 

Active attacks are a type of attack which disrupts 
the network operation. These types of attacks 
impact the network performances seriously. 
Finally, it will collapse the network. These types 
of attacks are possible from the outsiders of the 
network as well as from the compromised nodes. 
Therefore, for the fair operations of the network, 
these types of attacks should be handled. 
Examples of these types of attacks are the Black-
hole and Grayhole attacks. These attacks can be 
simulated (Ahamed & Fernando, 2021b) in 
network simulators. 

 
1)  Black-hole attack 

A Black-hole attack is a type of denial-of-service 
attack. These attacks drop data packets in an 
abnormal amount than normal nodes in the 

network. A Black-hole attack is classified as a 
network layer-based Active attack. During the 
route-finding process of a routing protocol, the 
attacker node waits to receive a request from a  
 

 
 
 
source node. Then it starts replying by advertising 
itself as it has the destination node as its 
neighbour. A malicious node injects false 
information (Dorri et al., 2015: Casado et al., 
2014), claiming that it has the shortest and newest 
route to the destination node. As illustrated in 
Figure 2, a black-hole node is possible to establish 
a route to the destination node or no possible route. 
The reply from the malicious node reaches the 
source node at first other than a reply from a non-
malicious node is reached.  
 

Table 2: Reactive routing protocols comparison (Reddy et al., 2018: Sooriyaarachchi, 2016: Kaur et 
al., 2013)  

Protocol Route Selection Route Method Loop free 

AODV Shortest and most updated path Multiple Unicast Yes 

TORA Shortest path Multiple Broadcast No 

DSR Shortest and most updated path Multiple Unicast Yes 

SSR Associativity and Stability Single Broadcast Yes 

 

 

Table 3: A description of NPMs  
 

 PDR AEED Throughput 
Description the ratio between the total 

number of packets sent by the 

source node and the total 

number of packets received 

by the destination node 

an average amount of time that 

is taken by a data packet to 

reach the destination node from 

the source node 

a ratio between the total 

number of packets received by 

the destination node and the 

total time to receive all 

packets 

Unit Percentage Seconds Bytes per seconds 

 

9

8 

1 2 3 4 

5 

6 7 

10 

8 

Figure 2: An example of black-hole attacks 

RREQ 

RREP 

Possible 

link 

A node 

Black-

hole node 
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The source node misleads to consider the reply of 
the malicious node. Finally, the source node is 
considered the reply from the malicious node 
because it seems to be the shortest and newest 

route. It assumes that it can create a route to the 
destination node through the malicious node. 
Therefore, the source node starts the 
communication by sending data packets to the 
malicious node. The malicious node drops all.  
Data packets (Semary & Diab, 2019: Casado et al., 
2014) that are received from the source node, 
though it allows only routing packets. For 
example, if 1 is a source node that needs to send 
data packets to destination node 4, it starts to send 
RREQ packets. The packets will reach neighbour 
nodes of the 1. According to Figure 2, nodes 9, 2, 
and 8 are neighbours of 1. The 2 does not have 4 
as its` neighbour. Therefore, it rebroadcasts the 
RREQ packet to its neighbours by increasing the 
source sequence number by one. Then, 3 receives 
the RREQ packet, and it has 4 as its` neighbour. 

Therefore, it starts to send the RREP packet to the 
source by increasing the destination sequence 
number by one. Then 2 retransmits the same 
RREP packet to the destination node by increasing 

the destination sequence number by one. This is 
the formal process of the AODV routing protocol 
in a MANET, nevertheless, black-hole nodes act 
differently than usual. When 8 and 9 receive the 
RREQ packet, they replace the destination 
sequence number with a higher possible integer 
value and send the RREP, though there is a 
possible route to the destination node (via 9 or 
not). 

 
2) Grayhole attack 
The grayhole attack can be described as an 
extension of the Black-hole attack (Jain & 
Raghuwanshi, 2014). A grayhole attack is 
classified as a network layer-based Active attack. 
A malicious node can maintain states during a 
communication either by behaving as a genuine 

 
Table 4: Summary of security mechanisms and the publications 

 
Mechanisms 

based on 
Description Examples 

Trust It is used to evaluate the neighbour nodes. It 

is updated based on the performance of a 

node. 

Mahamune & Chandane, 2021: Mukhedkar & Kolekar, 

2019: Movahedi & Hosseini, 2017: Sethuraman & 

Kannan, 2017: Khanna, 2016: Xia. et al., 2015: Hinge 

& Dubey, 2016: Vijayakumar et al., 2015: 

Subramaniyan et al., 2014 

Validation of 

threshold value  

Sequence numbers or other values related to 

the routing or data in the network were 

validated to detect the attacker. 

Reddy et al., 2021: Elmahdi et al., 2020: Shrestha et al., 

2020: Hammamouche et al., 2018: Gurung & Chauhan, 

2017: Poongodi & Karthikeyan, 2016: Panos et al., 

2016: Patel & Chawd 2015: Kumar & Kumar, 2015: 

Salunke & Ambawade, 2015: Jhaveri & Patel, 2015: 

Casado et al., 2015 

Detection and 

prevention 

Behavioural patterns, filters, fuzzy logic, or 

logical inference are used on a neighbour 

node to differentiate attackers from other 

nodes. 

Pandey & Singh, 2020: Kalkha et al., 2019: Moudni et 

al., 2019: Hammamouche et al., 2018: Rmayti et al., 

2017: Khanna. N., 2016: Usha et al., 2016: Arthur & 

Kannan, 2015: Balan et al., 2015: Nadeem & Howarth, 

2014: Casado et al.: 2014: Nadeem & Howarth, 2013: 

Olmos et. al., 2012: Joseph et al., 2010: Sen et al., 2007:  

Collaboration Data-link layer and network layer or all the 

nodes on the network or set of nodes in the 

network or set of groups in the network are 

worked collaboratively to identify attackers 

based on the routing and data packet 

information. 

Usha et al., 2016: Singh & Singh, 2016: Subba et al., 

2016: Arathy & Sminesh, 2016: Arthur & Kannan, 

2015: Funde & Chandre, 2015: Poongodi & Bose, 2015: 

Sharma, 2015: Shi et al., 2014: Deb et al., 2014: Zadeh 

& Kabiri, 2014 

Separate packets Separate acknowledgement packet or 

modification on available routing packets 

used to collect information to detect attacker 

node. 

Pathan et al., 2019: Dorri et al., 2017: Chavan et al., 

2016: Dorri, 2016: Babu & Usha, 2016: Patel & Chawd, 

2015: Ahmed et al., 2015: Rana et al., 2015: Dhaka et 

al., 2015: Basabaa et al., 2014: Shakshuki et al., 2013: 

Sun et al., 2012 

Special 

hardware 

Special hardware components are used to 

collect the information to detect attacker 

nodes. 

Song et al., 2008 

Collective 

mechanisms 

Two or more mechanism works together to 

detect an attacker. 

Ourouss et al., 2020: Singh et al., 2018: Anusha & 

Sathiyamoorthy, 2017: Akbani et al., 2012 
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node or by behaving as a malicious node. 
Malicious nodes use true data to reply to a route 
request during the route-finding process of the 
routing protocol. Though, during communication 
between a source node and a destination node, the 
attacking node acts as a genuine node by 
delivering or retransmitting what it received. After 
some period, it starts to drop all the data packets 
that it receives (Ibrahimet al., 2015). In some other 
cases, a malicious node drops all the data packets 
from a specific node in the route and forwards or 
retransmits data packets from other nodes. As an 
example, in Figure 2, if 8 and 9 are normal nodes, 
then the route between 1 and 4 will be 1, 2, 3, and 
4. If 2 is a grayhole node, then it will cooperate to 
find the route. The grayhole node starts to drop all 
data packets after some period, or it will drop all 
the data packets from a specific node. 

 
D. NETWORK PERFORMANCE MATRICS 

Network Performance Metrics (NPM) is a set of 
measurements of a network that is used to 
understand the performances of a network. The 
values of these NPMs are based on the packets that 
are transmitted through the network during 
communication between nodes. PDR, AEED, and 
Throughput are some examples of formal NPMs 
as described in Table 3.  
 

E. AVAILABLE SECURITY SOLUTIONS 

Researchers proposed a huge number of security 
mechanisms, as presented in Table 4 to detect or 
prevent or mitigate black-hole attacks in a 
MANET. Some mechanisms are capable of 
performing all of these operations. Most of the 
mechanisms are based on the specific routing 
protocol. Some researchers proposed individual 
mechanisms for each security attack, though some 
researchers proposed a system to handle a single 
attack or else to handle the number of attacks at 
once. The taxonomy of the available security 
mechanisms can be categorized as follows based 
on the available review studies (Khanna & 
Sachdeva, 2019: Khan & Jamil, 2017: Gurung & 
Chauhan, 2017: Dubey & Saxena, 2016: Mitchell 
& Chen, 2014: Boukerche et al., 2011). 

 
F. LIGHTWEIGHT SECURITY SOLUTIONS 

The fundamental features of the MANET prevent 
the usage of the quality security countermeasures 
that are used in infrastructure-based networks, 
such as cryptography and IDS. Some researchers 
proposed (Shukla et al., 2021: Pandey & Singh, 
2020: Moudni et al., 2019: Khanna. N., 2016) 
these mechanisms for MANETs. As presented in 
Table 5, these mechanisms are capable of handling 
security threats in only some instances due to their 
complex nature. 

 
Table 5: Lightweight security solutions 

Author/s Description Advantages of the lightweight concept 
Ahamed & 

Fernando, 2022 

Lightweight Security Mechanism to Mitigate 

Active Attacks in a Mobile Ad-hoc Network 

Relatively same performance compared to the 

network without an attack 

Liu et al., 2021 A computing model based on a lightweight 

framework is proposed to reduce the computing 

pressure of edge nodes. 

More secure edge node environment and 

guaranteed security of the user’s privacy data 

Batra et al., 

2021 

A new hybrid lightweight (key size, and 

mechanism) logical security framework for 

offering security in IoT 

Comparatively fast making the compromise of 

keys 

Lee & Chen, 

2021 

Lightweight cryptographic operations, including 

a one-way cryptographic hash function, the 

Barrel Shifter Physically Unclonable Function 

Provide more security than related schemes but 

also are more efficient. 

Wang et al., 

2021 

A lightweight blockchain-based secure routing 

algorithm for swarm UAS networking 

Reduce the routing consumption 

Gaurav & 

Singh, 2021 

A secure lightweight backbone construction 

approach for MANET 

A high degree of detection rate without bringing 

in any significant traffic 

Santos et al., 

2020 

Proposed a Federated Lightweight federated 

identity authentication protocol exclusively 

tailored to IoT 

Reduced data exchange overhead, storage, 

memory, and computation time 

Jamshidi et al., 

2020 

A lightweight algorithm using watchdog nodes False detection probability and imposing 

ignorable processing and memory overhead. 

Kumar et al., 

2020 

A lightweight signcryption (hash function) 

scheme for perception layer devices in IoT 

Reduced communication cost and energy 

consumption, less complex and fast performance 

Wen et al., 

2020 

Proposed aggregate signature schemes for 

lightweight devices (Healthcare Wireless 

Medical Sensor Networks) 

Quick verification of multiple messages 
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Ayobi et al., 

2020 

A lightweight blockchain-based decentralized 

trust model for preserving the privacy in 

VANET 

Deal with imprecise data in VANET 

Conti et al., 

2019 

A lightweight mechanism and practically 

feasible countermeasures against two different 

types of DDoS attacks 

Adequate reduction in bandwidth consumption 

and processing delay of new request 

Hammamouch

e et al., 2018 

A lightweight reputation-based approach 
to detect single and cooperative black-
hole attacks 

High delivery and the detection rates of packets 

and low communication overhead 

Shahzamal, 

2018 

Lightweight Mobile Ad-hoc Network Routing 

Protocols for Smartphones 

Node mobility causes high control overheads. 

Xia et al., 2016 A lightweight routing protocol to provide a 

feasible approach to choosing an optimal two-

way trusted route 

Consumes limited computational resources and 

reduces the RO 

Suraj et al., 

2015 

A novel approach to mobility prediction using 

movement history and existing concepts of 

genetic algorithms 

A faster rate of mobility prediction 

Martirosyan & 

Boukerche, 

2015 

A new encryption scheme which is lightweight 

in computation by leveraging network coding 

Minimal energy consumption and low encryption 

time 

Wang et al., 

2014 

A lightweight Proactive Source Routing protocol 

that can maintain more network topology 

information than DSR 

Smaller overhead and better data transportation 

performance 

Cheng et al., 

2014 

Delivery-guaranteed location-free routing 

protocol with a lightweight construction cost 

Good performance in construction message 

overhead, the maintenance time and message 

overhead, and the great PDR 

Zhang et al., 

2013 

New encryption scheme which is lightweight in 

computation by leveraging network coding 

Reduce energy consumption, lower encryption 

time of P-Coding 

Marchang & 

Datta, 2012 

A lightweight IDS is used for estimating the trust 

of nodes 

Consumes limited computational resources 

Zhang et al., 

2012 

A group-based lightweight authentication 

scheme 

The authentication time is minimized and the fast 

MAC layer handoff is achieved, no extra overhead 

is introduced. 

Malekzadeh et 

al., 2011 

A lightweight non-cryptographic security 

solution is proposed to prevent wireless DoS 

attacks. 

It prevents wireless DoS attacks, and the security 

cost is not remarkable with the simplicity of the 

overall computation. 

Babu & 

Selvan, 2010 

A lightweight and Attack Resistant 

Authenticated Routing Protocol for MANETs 

A high PDR with reduced the delay and overhead 

and detects the malicious nodes quickly 

Tran et al., 

2009 

A Bloom filter-based beaconing mechanism to 

aggregate and distribute information for presence 

detection 

Minimized communication overhead, and speedy 

information propagation 

Song et al., 

2009 

The proposed protocol has strengths such as light 

computational load, backward compatibility, and 

dependable operation. 

Minimal computational overhead, low 

computational cost and minimal delay 

Wool, 2005 A lightweight solution to the host-revocation 

problem 

Simple, very efficient, uses well-understood key 

transport protocols and cryptographic primitives, 

requires no additional equipment 

These mechanisms require high computational 
power, higher storage, uninterrupted battery 
backup, and infrastructure-based network 
topology. Therefore, these mechanisms barely fit 
MANET. If these mechanisms need to be applied 
in MANET, then those mechanisms should 
undergo serious modifications that enable them to 
fit into the MANETs. Then these modified 
mechanisms are called lightweight mechanisms in 
terms of specific concern as summarized in Table 
5. The processing time or delivery time or delay or 
EED or AEED and the performance of the other 
relevant factors such as throughput, and PDR are 

used to consider the mechanism as a lightweight 
mechanism. 

 
IV. CONCLUSION 
The following research gaps were identified by 
reviewing the works of literature.  

 
• Active attacks are destructive and commonly 

available among the reactive routing protocols. AODV 

is a suitable routing protocol for MANETs. Routing 

protocols should undergo serious modification to handle 

data security including routing.  

 

• Available security solutions for the active attacks 

failed to perform well than the performance of the 
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network without the attack. Therefore there is a demand 

for a lightweight security solution that is capable of 

operating with limited resources and mitigating active 

attacks without a performance drop in common NPSs. 

 
Network layer-based active attacks are common 
and destructive in action. Black-hole attacks are a 
general example of these types of security attacks. 
Many solutions to mitigate black-hole attacks have 
been proposed in the last few decades. Some 
solutions were oriented to the mechanisms that 
were used for the infrastructure-based security 
mechanism. These mechanisms were modified to 
apply to MANETs as lightweight mechanisms 
though these were performance dropped the same 
as standard security mechanisms do. Moreover, 
some of these lightweight mechanisms introduced 
new NPSs that decrease the network performance 
such as more energy consumption and false 
detection. Therefore, the routing protocol should 
be modified to handle network layer-based 
security attacks too, or proposed lightweight 
security solutions should be widespread and 
capable of operating in minimum resources 
without a performance drop. 
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