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ABSTRACT

In this era of Covid-19, the lack of awareness of cybercrime among students is one of the reasons
the number of cybercrime is increasing compared to before. The purpose of this study was to
identify the differences in the level of cybercrime awareness among diploma students according
to gender and to identify the differences in the level of cybercrime awareness among diploma
students by race. In this study, the researcher has selected quantitative research in the form of a
survey and the study sample is 161 diploma students from Quest International University, Ipoh,
and Perak. A stratified sampling method was used in this study and the instrument used was
Cybercrime Awareness Questionnaire. Quantitative data of the study were analyzed based on
independent t-test statistics and one-way ANOVA test between groups using Statistical Package
for The Social Science (SPSS) software. The findings of the study show that the level of
awareness of cybercrime among diploma students is low. This study found that there was no
difference in the level of cybercrime awareness between male and female students; t (159) =
0.961, K = 0.338. There are differences in the level of cybercrime awareness among diploma
students by race; [F (2,158) = 3.115, K <0.05]. This study can provide knowledge about
cybercrime to students and can increase awareness about cybercrime among students.
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INTRODUCTION

A total of 185 countries were affected by this Covid-19 outbreak and more than 210,000 patients
died as a result of this Covid-19 (Clerkin ez a/., 2020). This epidemic not only damaged human health but
brought various problems in this world and has changed the way of human life. One of the problems that
faced during the Covid-19 era was the problem of cyberattacks. Kamal ez 4/, (2020) supported this
statement.

In this era of Covid-19, the number of cybercrime is increasing. During the Covid-19 outbreak,

the number of cybercrime increased 5 times (Eian, 2020). The NortonLifeL.ock Digital Transformation
Report says 15% of Australians fall victim to cybercrime in the first months of the Covid-19 outbreak
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(Australia IT Brief, 2020). In Malaysia, the number of cybercrimes during the Covid-19 pandemic
increased to 53.8 % compared to 2019 (MyMetro, 2020). This shows evidence of an increase in
cybercrime in Malaysia during the Covid-19 pandemic. According to Astroawani (2020), cybercrime cases

are increasing in Malaysia as most people carry out work using online nowadays.

Young people especially university students are the most victims of cybercrime because they
frequently use the internet. Malaysian Communications and Multimedia Commission (2015), reported that
as many as 62.5% of internet users are university or college students. This proves that highly educated
students use the internet more than primary school students and secondaty school students. The main
factor of university students becoming victims of cybercrime is the lack of awareness about cybercrime.
Moallem (2018), found that university students are not aware of how to protect their data. The level of
knowledge about cybercrime among university students is also lower (Slusky & Navid, 2012).

The studies of Ismailova ez a/, (2019) and Pradeep and Arjun (2018), also stated that the level of
cybercrime awareness is very low among university students. Lack of knowledge and low cybercrime
awareness can increase the number of cybercrime among university students. Students aged between 18
to 23 years are the most victims of cybercrime. University students aged 18 to 23 are more vulnerable to
cyber threats (Rezgui & Marks, 2008). This statement is also supported by the study of Sheng ez al,
(2010). Students aged 18 to 23 have less cybercrime awareness (Hasan ez a/, 2015). This is the reason
most students aged 18 to 23 fall victim to cybercrime. Undergraduate and postgraduate students have
more knowledge and more cybercrime awareness than diploma students (Hasan ez @/, 2015). Thus, in this
study, the researcher examined the level of cybercrime awareness among diploma students aged 18 to 23

years during the Covid-19 era.

PROBLEM STATEMENT

The Covid-19 pandemic is becoming a big issue at the moment and until now has not been able
to address the issue. The number of cybercrime increased in every country during the Covid-19
pandemic. This statement is supported by Ahmad (2020), who says that the number of cybercrimes
doubled during the Coronavirus outbreak period and caused huge losses globally. Cybercrime is an
internet criminal activity that includes information theft, disturbing an individual's emotions and hacking
online bank accounts (Mohd, Senadjki & Mat, 2016).

The number of cybercrime in Malaysia has been increasing since the Movement Control Order.
The Malaysian Computer Emergency Response Team (MyCERT), reports showed an increase in the
number of cybercrimes by 43% compared to the previous one (Tan et al., 2020). According to Nandhini
and Sheeba (2015), adolescents are the main target of cybercrime. University students are a vulnerable
group in cybercrime (Nowrin & Bawden, 2018). Most victims of cyberthreats are university students and

hacking of personal information is a common occurrence among university students (Quisumbing, 2019).

Lack of awareness about the crime is one of the factors in the occurrence of cybercrime among
university students. University students have less awareness of computer security and less knowledge of
cyberthreats (Jones & Heinrichs, 2012). Hasan e al, (2015), explained that diploma students have less
awareness of cybercrime compared to undergraduate and postgraduate students. Therefore, researchers
have studied the level of cybercrime awareness of diploma students during the Covid-19 pandemic.
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OBJECTIVE OF STUDY

a) To know the level of cybercrime awareness among diploma students during the Covid-19 pandemic.

b) Identify differences in the level of cybercrime awareness among diploma students according to gender.
¢) Identify the differences in the level of cybercrime awareness among diploma students according to

race.

IMPORTANCE OF THE STUDY

This Study can provide knowledge about cybercrime to students and can increase cybercrime
awareness among students. The study also helps students to see the differences in the level of cybercrime
awareness among students based on gender and race. From this study, the Ministry of Education Malaysia
can find out the level of cybercrime awareness among university students and can take steps to increase
students' awareness about cybercrime. The Ministry of Communications and Multimedia, on the other

hand, can further improve cybersecurity to prevent cybercrime.

THEORY OF PLANNED BEHAVIOUR

The Theory of Planned Behavior is associated with this study because this theory is used to find
out ethical behaviour and the use and compliance of computer or internet security (Ifinedo, 2012). Self-
control has no direct influence on the application of protection strategies but has a direct relationship
with intent. Subject norms are less important for line protection. Self-control is influenced by self-efficacy
and experience using the internet.

An individual needs to control himself from becoming a victim of cybercrime and have an
attitude of being aware of cyberthreats. If an individual is more towards increasing awareness and
knowledge about cybercrime, cybercrime can be reduced. Furnell, Gennatou and Dowland (2002) found
that individuals are unsure of what they should do to improve their cybersecurity. Lack of awareness can
make them victims of cybercrime. Therefore, cybercrime awareness is important to address the issue of
cybercrime. Yao and Linz (2008) analyzed online safety behaviour using the Theory of Planned Behavior
framework. Among them is the need for psychological privacy, fear of cybercrime, self-efficacy and
experience using the internet. Four online behaviours were also analyzed namely identifying online forms
as secure, not sharing personal information to third parties, knowing privacy policies and constantly

clearing memory cache.

In conclusion, the Theory of Planned Behavior is suitable for use in studies related to cybercrime
awareness. The theory also explains aspects that can increase awareness of cybercrime such as attitudes,

self-control and intentions.

LITERATURE REVIEW

The study of Lallie et al., (2020) analyzed cybercrime during the Covid-19 pandemic. In addition,
the study of Hawdon, Party and Dearden (2020) examined cybercrime in the American nation on Covid-
19. Both of these studies only focus on why cybercrime occurred and cybercrime statistics during the
Covid-19 pandemic era. Awareness of cybercrime is not emphasized in both of these studies.

Kashif, Javed and Pandey (2020) conducted a study related to cybercrime in Indonesia during the
Covid-19 era. This study analyzes cybercrime but does not focus on cybercrime awareness. On the other
hand, Tan et al., (2020), studied cybersecurity in Malaysia during the Covid-19 pandemic. This study also
less focuses on cybercrime awareness. Valli et al. (2014), said that the knowledge of cybersecurity is
lacking among university students. In the U.S. Pacific Northwest, students are unable to define the term
cybercrime (Sarathchandra, Haltinner & Lichtenberg, 2016). In New Zealand, students are not familiar
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with cybersecurity (Tirumala, Sarrafzadeh & Pang, 2016). A study conducted on Malaysian university
students found that the students lack knowledge about cyberthreats (Kirwan, Fullwood, & Rooney, 2017).
The studies of Ismailova ¢ al, (2019) and Pradeep and Arjun (2018) also stated that the level of
cybercrime awareness is very low among university students. This indicates that many university students
are at risk of cyberthreats and less knowledge about cybercrime.

Most studies focus on undergraduate students and there are fewer studies that focus on diploma
students. Among them is a study conducted by Balogun in 2019. Balogun (2019), conducted a study on
cybercrime awareness among first-year undergraduate students. The level of cybercrime awareness among
undergraduate students can be seen in this study. In addition, Sreehari and Abinanth (2018), conducted a
study on cybercrime awareness among students in Kochi, India. The findings of the study show that most
students become victims of cybercrime due to internet use in high school. Thus, there is a lack of research

on cybercrime among diploma students.

Elmi (2019), elaborates on the awareness of cybercrime among university students of Mogadishu,
Somalia. This study focused on diploma students as well as undergraduate students. The findings of the
study show that most university students become victims of cyber threats due to a lack of awareness
about cybercrime. Hasan ef al, (2015), conducted a study on students’ perceptions and awareness of
cybercrime. The sample of this study is a diploma, bachelor and master students. Both of these studies
have lack clarity on the awareness of diploma students about cybercrime and only explain the awareness
of cybercrime among students in general. Therefore, in this study, the researcher focused on diploma
students.

METHODOLOGY

In this study, the researcher has chosen the survey study in quantitative research. In this study,
the sample consisted of 161 diploma students at Quest International University, Ipoh, and Perak.
Researchers used a stratified sampling method in this study. This method is made by grouping diploma
students according to their respective courses. After that, the researcher randomly selected a total of 23
diploma students from each course to be the sample in this study. The instrument used to measure the
level of cybercrime awareness among diploma students is the Cybercrime Awareness Questionnaire. In
this study, data analysis was done using Statistical Package for the Social Science (SPSS) Statistical Version
22 (Pallant, 2013). Descriptive analysis was used to obtain the level of awareness of cybercrime among
students. Descriptive analysis is used in this study to provide an overview of the study data and the data
presented is easy to understand as well as provide an explanation to the people who read this study. An
Independent T-test was used to identify differences in the level of cybercrime awareness among diploma
students according to gender. One-Way ANOVA between Subjects was used to identify differences in the
level of cybercrime awareness among diploma students by race.

ANALYSIS OF DATA

The total number of diploma students who answered the questionnaire submitted was 161
people. The total number of male students who answered the questionnaire was 82 people, which is
equivalent to 50.9%. There are 79 female students, equivalent to 49.1%. The findings showed that the
number of male students who answered the questionnaire was higher than the number of female
students.

The number of diploma students who are 19 years old is 15 people. A total of 77 students are 20-

year-old. For the age of 21, the number of students is 51 people. 18 students are aged 22 years in this
study. Thus, the group of students aged 20 years is the group with a large number among the respondents
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of this study. According to the races of the students, the highest percentage was Chinese students, at
44.7%. The second-highest number of students is the Indians (36.6%), followed by 18.6% of Malay
students.

The highest number which is 110 diploma students have a moderate level of computer
knowledge. A total of 41 diploma students have a high level of computer knowledge. A total of 10
diploma students had a low level of computer knowledge. Overall, the level of cybercrime awareness
among diploma students is low. A total of 64 diploma students had a low level of cybercrime awareness,
with a mean value of 2.156 and a standard deviation of 0.570. Meanwhile, a total of 54 diploma students
have a high level of cybercrime awareness, a mean value of 2.204 and a standard deviation of 0.562. A
total of 43 diploma students were in the intermediate category with a mean value of 2.233 and a standard
deviation of 0.427.

An independent sample t-test was conducted to identify differences in the level of cybercrime
awareness among diploma students according to gender. Overall, the level of cybercrime awareness of
female students is higher than that of male students. There was no difference in the level of cybercrime
awareness between male students (m = 71.29, sd = 4.88) and female students (m = 72.00, sd = 4.43); t
(159) = 0.961, p = 0.338. Therefore, this null hypothesis is accepted. A one-way ANOVA test was
conducted to identify differences in the level of cybercrime awareness among diploma students by race.
The findings show that there is a difference in the level of cybercrime awareness among diploma students
by race [F (2,158) = 3.115, p <0.05]. Therefore, the null hypothesis is rejected.

DISCUSSION

The findings of this study show that the level of awareness of cybercrime among diploma
students is low. A total of 64 out of 161 people had a low level of cybercrime awareness. This shows that
the majority of students have less awareness about cybercrime. The findings of this study are in line with
several previous studies. Among them is the study of Hasan e¢# a/, (2015) who said diploma students have
less awareness of cybercrime. The undergraduate and postgraduate students have more knowledge and
more awareness about cybercrime than diploma students.

Moreover, Ahmed et al, (2019) explained that the level of cybersecurity awareness among
university students including diploma students is at a low level. As many as 53.8% of university students
in Bangladesh are victims of cybercrime. Cybersecurity knowledge is lacking among university students
including diploma students. University students in Malaysia are unaware of cyber threats and neglect
cybersecurity (Muniandy, Muniandy & Samsudin, 2017). The study concluded that university students are
less aware of cybersecurity especially about cyberthreats, virus software, passwords, phishing and online
fraud.

The findings of this study are also in line with the study of Gabra ez 4/, (2020) who said university
students have less basic cybersecurity knowledge and become cyber victims. The study also noted that
university students were less likely to manage online account passwords and quickly disclose personal
information online. This study concludes university students are less aware of cybercrime.

This study found that the level of cybercrime awareness among male students (M = 71.29, SE =
4.88) and female students (M = 72.00, SE = 4.43); t (159) = 0.961, p = 0.338. This indicates that there is
no difference in the level of cybercrime awareness between male and female students. Male students and
female students have similar levels of cybercrime awareness. The study of Abolarinwa, Tiamiyu and
Eluwa (2015) supports the findings of this study. According to Abolarinwa, Tiamiyu and Eluwa (2015),
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there is no difference in the level of cybercrime awareness between male students and also female
students.

Several studies do not support the findings of this study. Among them is the study of Nzeakor,
Nwokeoma and Ezeh (2020), who said that there is a difference in the level of awareness of cybercrime
among male and female students. The number of female students who are unaware of cybercrime is high
compared to male students. As many as 91% of male students have awareness of cybercrime and as many
as 88% of female students have awareness of cybercrime. Moreover, Hasan ¢# a/, (2015) explained that
female students are more sensitive about cybercrime and have more knowledge of cybercrime than male
students. Female students know more about cybersecurity and are less likely to fall victim to cybercrime.

The study also says that there are differences in the level of cybercrime among students based on gender.

The findings of the study explain that there are differences in the level of awareness of
cybercrime among diploma students according to race; [F (2,158) = 3.115, p <0.05]. The level of
cybercrime awareness varies according to the race of the students. There is a lack of studies that explain
the differences in the level of cybercrime awareness among students according to race. One of the studies
that explain the differences in the level of cybercrime awareness among students according to race is a
study by Choi, Choo and Sung (2016). A study by Choi, Choo and Sung (2016), explained that there is no
significant difference in the level of cybercrime awareness according to the race of students. This study
has findings that contradict the findings of the researchers.

Moreover, Donner (2016), says there is less difference in the level of cybercrime awareness
among students based on the race of the students. The study conducted among students abroad and
examined the whites, blacks, Spaniards and other races found in the country. The findings of the study
showed that there was no difference in the level of cybercrime awareness among students according to
race. There is a lack of studies examining the differences in the level of cybercrime awareness among
students based on the race of the students. There are also fewer studies supporting the findings of the
researchers in this study. The findings of other studies differ due to the location of the study and the
study conducted before the Covid-19 pandemic.

CONCLUSION

The researcher has suggested some suggestions for the next researcher. Among the suggestions is
that future researchers can use the broad scope of the study by focusing on other universities or colleges
available in Malaysia. Future studies could also be conducted on cybercrime after the Covid-19 pandemic.
Next, future researchers can also study the factors of students having a low level of cybercrime awareness
and differences in the level of cybercrime awareness based on the age of students. Other researchers can
also further increase the number of respondents to obtain stronger findings. In addition, researchers can
also create modules to increase the level of awareness of cybercrime among students. This module can
help students to know how to increase awareness and knowledge about cybercrime.

This study also has some limitation. There is this study could not be applied to adolescents who
did not continue their studies because the sample of this study was from adolescents who continued their
studies. Next, the study was conducted during the Covid-19 pandemic. Therefore, the findings of this
study are less suitable for use in other studies after the Covid-19 pandemic.

In conclusion, this study can provide knowledge about cybercrime to students and can increase

awareness about cybercrime among students. The study also helps students to see the differences in the
level of awareness of students about cybercrime based on gender and also race.
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